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DEMBOJONES

CERTIFIED PUBLIC ACCOUNTANTS & ADVISORS

System Review Report

To: Dana Rooney, Inspector General
Federal Labor Relations Authority, Office of Inspector General

We have reviewed the system of quality control for the audit functions of the Federal Labor Relations Authority
(FLRA), Office of Inspector General (OIG) (the reviewed Audit Organization) in effect for April 1, 2016
through March 31, 2017. A system of quality control encompasses FLRA OIG’s organizational structure and
the policies adopted and procedures established to provide it with reasonable assurance of conforming with
Government Auditing Standards. The elements of quality control are described in Government Auditing Standards.
FLRA OIG is responsible for establishing and maintaining a system of quality control that is designed to
provide FLRA OIG with reasonable assurance that the organization and its personnel comply with professional
standards and applicable legal and regulatory requirements in all material respects. Our responsibility is to
express an opinion on the design of the system of quality control and FLRA OIG’s compliance therewith based
on our review.

Our review was conducted in accordance with Government Auditing Standards and the Council of the Inspectors
General on Integrity and Efficiency (CIGIE) Guide for Conducting Peer Reviews of the Andit Organizations of Federal
Offices of Inspector General. During our review, we interviewed FLRA OIG personnel and obtained an
understanding of the nature of FLRA OIG’s audit organization, and the design of FLRA OIG’s system of
quality control sufficient to assess the risks implicit in its audit function. Based on our assessments, we selected
audits and administrative files to test for conformity with professional standards and compliance with FLRA
OIG’s system of quality control. The audits selected represent a reasonable cross-section of FLRA OIG’s audit
organization, with emphasis on higher-risk audits. Prior to concluding the review, we reassessed the adequacy
of the scope of the peer review procedures and met with FLRA OIG’s management to discuss the results of
our review. We believe that the procedures we performed provide a reasonable basis for our opinion.

In performing our review, we obtained an understanding of the system of quality control for FLRA OIG’s
audit organization. In addition, we tested compliance with FLRA OIG’s quality control policies and procedures
to the extent we considered appropriate. These tests covered the application of FLRA OIG’s policies and
procedures on selected audits. Our review was based on selected tests; therefore, it would not necessarily detect
all weaknesses in the system of quality control or all instances of noncompliance with it.

There are inherent limitations in the effectiveness of any system of quality control; therefore, noncompliance
with the system of quality control may occur and not be detected. Projection of any evaluation of a system of
quality control to future periods is subject to the risk that the system of quality control may become inadequate
because of change in conditions or because the degree of compliance with the policies or procedures may
deteriorate.

In our opinion, the system of quality control for the audit organization of FLRA OIG in effect for the year
ended March 31, 2017, has been suitably designed and complied with to provided FLRA OIG with reasonable
assurance of performing and reporting in conformity with applicable professional standards in all material
respects. Audit organizations can receive an External Peer Review rating of pass, pass with deficiencies, ot fail. FLRA
OIG has received an External Peer review rating of pass.



In addition to reviewing its system of quality control to ensure adherence with Government Auditing Standards, we
applied certain limited procedures in accordance with guidance established by the CIGIE related to FLRA
OIG’s monitoring of audits performed by Independent Public Accountant (IPA) under contract where the IPA
served as the auditor. It should be noted that monitoring of audits performed by IPAs is not an audit and
therefore is not subject to the requirements of Govermment Auditing Standards. The purpose of our limited
procedures was to determine whether FLRA OIG had controls to ensure IPAs performed contracted work in
accordance with professional standards. However, our objective was not to express an opinion and accordingly,
we do not express an opinion, on FLRA OIG’s monitoring of work performed by IPAs.

Rockville, MD
May 1, 2017



Executive Summary

Dembo, Jones, Healy, Pennington, & Marshall was awarded a contract to perform an external peer review of
the quality control and assurance of Federal Labor Relations Authority (FLRA) Office of Inspector General
(OIG) to determine whether the audit organization’s system of quality control is suitably designed and the audit
organization is complying with its quality control system in order to provide FLRA OIG with reasonable
assurance of conforming with applicable professional standards. The Office of Inspectors General are required,
under Government Auditing Standards to have in place a system of quality control designed to provide
reasonable assurance of compliance with professional standards, applicable rules and regulatory requirements.
The FLRA OIG is required to establish, implement, and maintain a system of quality control for its audits and
attestation engagements.

To accomplish our objectives, we obtained an understanding of the quality control system in place at FLRA
OIG. We reviewed the 2011 issue of the Government Accountability Office Government Auditing Standards for
quality controls in the Federal Government agencies, as well as FLRA OIG’s Audits and Program Evaluations
Policy, A101, June 11, 2016 .We also reviewed any applicable statutory requirements, Office of Management
and Budget guidelines, laws and regulations; and designed our review procedures to identify any gaps in FLRA
OIG’s quality control system and determined if any deficiencies exist.

We held discussions with officials in the OIG at FLRA. During the entrance conference meeting, we advised
the Inspector General (IG) of our review commencement date, timelines for fieldwork and deliverables after
the exit conference. During our review of the engagements, we also held follow-up discussion and meetings
with the IG on the schedule of accomplishments as deemed appropriate.

In carrying out this methodology, we primarily applied review techniques, such as inquiry and observations,
review of policies, and examination of engagements to obtain sufficient, appropriate evidence to provide
reasonable basis for our conclusion, related to our review objectives. We obtained and reviewed audit work
papers and supporting documentation.

Based on the results of the procedures performed, FLRA OIG’s quality control policies and procedures are
adequate and complied with in all respect for the period April 1, 2016 through March 31, 2017.

—



Section 2: Introduction
Introduction

This review report is presented by Dembo, Jones, Healy, Pennington & Marshall, PC (DJHPM), to the United
States of America Federal Labor Relations Authority (FLRA) Office of Inspector General (OIG) on external
peer review of FLRA OIG’s Quality Control and Assurance for the period April 1, 2016 through March 31,
2017. The report on the quality control and assurance includes the overall approach to conducting the external
peer review of FLRA OIG system of quality control in accordance with the Government Accountability Office
(GAOQO) Government Auditing Standards (GAS) and the Guide for “Conducting External Peer Reviews of the Audit
Organizations of the Federal Office of Inspector General”, and any additional required procedures contained
in guidance issued by the Office of Management and Budget guidance, and statutory provisions applicable to
OIG audits.

2.1 Background

The FLRA is the Federal agency responsible for establishing policies and guidance regarding the labor-
management relations program for non-postal, federal employees worldwide, and including employees
represented in 2,200 bargaining units. The FLRA was created by Title VII of the Civil Service Reform Act of
1978. The Statute protects the rights of federal employees to form, join, or assist a labor organization or to
refrain from such activity freely and without fear of penalty or reprisal. FLRA’s mission is to promote stable,
constructive labor-management relations in the federal government by resolving and assisting in the prevention
of labor disputes in a manner that gives full effect to collective bargaining rights of employees, unions, and
agencies.

The OIG is an independent office within FLRA that oversees the audits, program evaluation, investigation,
and supervision of independent public accountants and outside consultants that are contracted to perform
assignments for FLRA. Although the office is part of FLRA, the office reports directly to the chairman and
authority members.

The FLRA OIG was created pursuant to the Inspector General Act of 1978 (the IG Act).The IG Act, as
amended, establishes OIG’s fundamental responsibilities, and its process is designed to ensure that the OIG
complies with the Act, as amended. The IG Act, as amended, requires the Inspector General to:

e conduct and supervise audits and investigations relating to the programs and operations of the
establishments;

e provide leadership and coordination and recommend policies for activities designed:
(1) to promote economy, efficiency, and effectiveness in the administration of,
(2) to prevent and detect fraud and abuse in, such programs and operations; and

e provide a means for keeping the Chairman, Members and the Congress fully informed about
problems and deficiencies relating to the administration of such programs and operations and the
necessity for and progress of corrective action.

The OIG of the FLRA conducts and supervises the audits and compliance reviews of FLRA programs and
operations. The OIG is also responsible for overseeing the agency’s annual financial statements audit, review
of the Federal Information Security Management Act of 2014, review of internal control, and conduct
performance audits of individual FLRA divisions.

—



The OIG follows the quality standards of the GAO Government Auditing Standards to conduct audits, review of
programs and operations. The FLRA OIG is responsible for designing a system of quality control and
complying with it to provide the audit organization with reasonable assurance of performing and reporting in
conformity with applicable professional standards in all material respects. Our responsibility is to express an
opinion on the design of the system of quality control and OIG compliance with the quality control standards
and requirements based on our review.

2.2 Objective, Scope, and Methodology

Objectives:
The purpose of the engagement was to conduct an independent peer review of FLRA OIG in accordance with

the GAO Government Auditing Standards (the “Yellow Book”), 2011y, the President’s Council on Integrity and
Efficiency, and the Council of the Inspectors General on Integrity and Efficiency (CIGIE) under the Inspector
General Reform Act 2008.

The specific objectives of the external peer review are to determine:

e Whether the reviewed OIG audit organization’s system of quality control was suitably designed; and

e Whether the audit organization is complying with its quality control system in order to provide the
OIG with reasonable assurance of conforming to applicable professional standards.

The IG Act of 1978 requires that external peer reviews be performed by audit entities of the Federal
Government, including the GAO. All OIGs and federal government agencies and departments are exclusively
required to have external peer review performed by an independent organization.

Scope:
The scope of the engagement was to perform quality review of audits performed or supervised by FLRA OIG

for the period April 1, 2016 through March 31, 2017. The GAO’s Government Auditing Standards require external
peer review of federal audit organizations at least once every 3 years. Peer review generally covers 1 year. This
peer review considered selected audits, compliance and performance review, program evaluation, inspections,
and investigation conducted by the OIG during the period covered by the review.

The scope of the review covered three (3) engagements performed for the fiscal period ended:

1. Financial Statements Audit;
2. Privacy and Data Protection Policies & Procedures (Privacy Protection)
3. Government Charge Card (GCC).

The Financial Statement Audit, Privacy Protection and Government Charge Card Compliance Reviews were
performed by an independent public accounting firm and supervised by FLRA OIG. The audit is FLRA’s
financial statements for the fiscal year ended September 30, 2016. The Privacy Protection review is FLRA’s
compliance with the Privacy Act of 1974, OMB memorandums, and Consolidated Appropriations Act of 2005.
The Charge Card review was performed to be in compliance with the Charge Card Act, and is consistent with
existing guidance in OMB Circular A-123, Appendix B (Improving the Management of Government Charge
Card Programs) and OMB Memorandum M-12-12 (Promoting Efficient spending to support Agency
Operations). The Charge Act requires all executive branch agencies to establish and maintain safeguards and
internal controls for purchase cards, travel cards, integrated cards, and centrally billed accounts for the fiscal
year end under review.
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Methodology
DJHPM reviewed the system of quality control of FLRA OIG in effect and reviewed the audit and compliance

engagements performed during the period April 1, 2016 to March 31, 2017. The objective of the review was to
determine whether FLRA OIG internal quality control system was adequate and in compliance with Government
Auditing Standards (the Yellow Book) in order to provide reasonable assurance that applicable auditing standards,
policies, and procedures are met.

In reviewing OIG‘s quality control and practices, we evaluated its policies and procedures for the audit
operations and assessed the following functional elements of the system of quality control for the engagements
reviewed:

e  Leadership and Management;

e Independence, Legal, and Ethical Requirements;

e  Initiation, Acceptance and Continuance of IPA Relationship and specific Engagements;
° Human Resource Management;

e  Engagement Performance; and

®  Monitoring Quality.

In examining the engagements supervised by OIG, DJHPM visited FLRA OIG office and reviewed financial
audit and compliance reviews of Privacy Protection and GCC performed by an independent public accounting
firm. We reviewed the reports, engagement performance and related work paper documentation. Specifically,
we reviewed and evaluated the reports on financial and performance audits for compliance with GAS
performance and reporting standard; reviewed independence, audit planning, supervision and review,
professional judgment, audit team competence, audit evidence, engagement documentation, quality control
process and monitoring procedures during the audits.

DJHPM conducted the review of FLRA OIG’s quality control and assurance in accordance with GAO
Government Auditing Standards and the Guide for Conducting External Peer Reviews of the Audit Organizations
of the Federal Office of Inspector General. We reviewed FLRA OIG’s documented internal policies and
procedures, performed tests of OIG’s adherence to general standards, reviewed its oversight and monitoring
responsibility of audit work performed by independent public accounting (IPA) firm. We reviewed the
engagements and performed tests of OIG compliance with GAS and its established quality policies and
procedures. We used the following documents and checklists to review and assess FLRA OIG system of quality
control:

e Appendix A-Policies and Procedures;

e Appendix B-Checklist for Review of Adherence to General Standards;

e Appendix F-Checklist for Review of Monitoring of Audit Work by an Independent Public
Accounting Firm; and

e Appendix G — Optional Audit Staff Questionnaire.

To accomplish our objectives, we obtained an understanding of the OIG quality controls in place for
performing its audits and program reviews. We also obtained an understanding of its monitoring procedures
for ensuring quality work is performed by contractors and program consultants for audit and attestation
engagements. We reviewed GAS, CIGIE guide, applicable OMB guidance, and established policies and
procedures. Based on this review, we designed our review procedures to identify any non-compliance and/or
non-conformed engagements. We performed detailed review of audit procedures and review program as
identified in the audit and review engagements; identified control vulnerabilities and compliance issues with
Government Auditing Standards.
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In carrying out this methodology, we primarily applied review techniques, such as inquiry and observation,
review of audit work papers and documentation to obtain sufficient, appropriate evidence to provide reasonable
basis for our review, related to our audit objectives. We tested the accuracy and validity of audited financials,
completeness of audit functions and operations.

Section 3:  Quality Monitoring Procedures
31 Monitoring Procedures

The purpose of monitoring procedures and its compliance with quality control policies is to provide an
evaluation of: (1) adherence to professional standards, legal and regulatory requirements; (2) whether the quality
control system has been appropriately designed; and (3) whether quality control policies and procedures are
operating effectively and complied with in practice. The monitoring quality program includes quality
assessment, internal quality review and external peer review of audit functions and operations. The FLRA OIG
policies and procedures with respect to this element of the quality control provide the auditees and users of the
OIG products with reasonable assurance that the OIG is complying with professional standards and has
periodic assessment of audit quality and peer review of its audit functions and operations.

Monitoring quality encompasses an ongoing and periodic assessment of audits performed by OIG, supervision
of audits and attestation engagements performed by contractors and outside consultants. The monitoring
procedure is designed to provide management of the audit organization with reasonable assurance that the
policies and procedures related to the system of quality control are suitably designed and operating effectively
in practice. Monitoring procedures will vary based on the audit organization’s facts and circumstances. The
audit organization should perform monitoring procedures that enable it to assess compliance with applicable
professional standards and quality control policies and procedures for GAS audits and attestation engagements.
The audit organization should analyze and summarize the results of its monitoring procedures at least annually,
with identification of any systemic issues that need improvement, along with recommendations for corrective
action.

Section 4:  Approach: Quality Assurance Review

DJHPM’s review approach involves a five (5) step approach to reviewing FLRA OIG quality control system:

4.1 Obtain Audit Universe

DJHPM requested from FLRA OIG, the population of audits and reviews performed by OIG and contractors
during April 1, 2016 through March 31, 2017. Total audit and attestation engagements performed was one (1)
financial audit, two (2) compliance reviews of Privacy Protection and Government Charge Card (GCC) for the
period under review. The FLRA OIG supervised the three engagements at its Washington, DC office.

No. | Project Number Report Type Report Date Report Title
1. Report No. AR-17- | Financial Audit November 15, 2016 | FY 2016 Financial Statements
01 Audit
2. Report No. AR-16- | Privacy May 26, 2016 Review of the FLRA’s Privacy
04 Compliance and Data Security Policies,
Review Procedures and Practices for
Fiscal Year 2016
3. Report No. AR-17- | GCC Audit January 13, 2017 Audit of the FLRA Charge Card
04 Program and Risk Assessment
for FY2016

—



4.2 Determine the Audit and Review Engagements (3 representative sample engagements)

To ensure coverage of review procedures and tests of the three (3) engagements performed during the period
under review, DJHPM determined that testing should be applied to all functional quality areas, significant audit
areas, audit functions and operations, and engagement activities to further reduce peer review risks.

4.3 Obtain Engagement Work Papers and Supporting Documentation

DJHPM obtained and reviewed the following documentation for the financial and compliance engagements:

e Report for financial statements audit- Report Number AR-17-01;

e Report for compliance review Privacy Protection - Report Number AR-16-04;
e Report for compliance review GCC- Report Number AR-17-04;

e Prior period peer review reports and internal quality control review/monitoring;
e Engagement work papers for financial audit;

e Engagement work papers for compliance review;

e Audit planning and evidence;

e Audit risk assessment for the entity;

e  Fraud risk inquiry and documentation; and

e  Audit completion documentation and checklists.

4.4 Conduct Review

In conducting our review, we applied risk-based approach to review quality control elements and engagements
documentation and analysis. DJHPM reviewed the three (3) engagements and supporting documentation
obtained from FLRA OIG to determine whether engagements were propetly performed and professionally
completed; whether applicable professional standards have been applied and complied with; and whether
effective supervision and review were propetly executed. Specifically, we performed the following procedures:

e performed risk assessment and identified the engagements to be reviewed;

e reviewed the OIG’s quality control policies and procedures and the functional elements;

e reviewed reports in conformity with standards and guidelines established by CIGIE and GAS;

e reviewed, examined and compared information from the published reports to the copy on files and to
the supporting work papers; reviewed planning, supervision, audit evidence, documentation, and
reporting;

e tested compliance with FLRA OIG system of quality control and GAS;

e reviewed the elements of quality control system to ensure FLRA OIG complies with the established
policies, procedures, practices and other applicable professional standards;

e verified that the FLRA OIG implements and maintains appropriate supervision and review over the
audit and review performed by independent public accountant (IPA) and other contractors or outside
consultants; and

e inspected the audit files, and verified that completion memo, forms, and audit checklists were
completed and included in the audit documentation, properly supported, referenced and cross-
referenced.
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4.5 Result and Conclusion

During our review, we examined a total of three (3) engagements performed by an independent public
accounting firm. The engagement performance was supervised by the 1G. The result of our review did not
disclose instance of non-compliance or non-conformity with professional standards that could result in a
finding, deficiency or significant deficiency.

Based on the tests and assessment of audit functions and review operations at FLRA OIG, we concluded that
the quality control policies and procedures at FLRA OIG is adequate and complied with during the period
April 1, 2016 through March 31, 2017. We believe that the evidence obtained and procedures performed
provide reasonable basis for our opinion and conclusion.
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